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The level of compliance with Certification and Accreditation (C&>A) requirements conveys the level of assurance that one
can expect from the quality of software behavior. Therefore, it is critical to understand the C&>*A requirements in terms of
their applicability, scope, and impact of non-compliance on diverse aspects of software behavior to justify its certified quali-
ties. However, numerous C&>A requirements in ambiguons natural language descriptions with different levels of granulari-
ty are scattered across multiple documents that are used as guidance for C&»A activities. As a result, a great deal of sub-

Jectivity is involved in understanding C&»A requirements and their evaluation. This article discusses our approach to repre-
sent, model, and analyze CA requirements to promote a common understanding among stakebolders for engineering more

reliable software.

he Department of Defense (DoD)

increasingly relies on the Defense
Information Infrastructure (DII) that
connects mission support, command and
control, and intelligence computers and
users through voice, data, imagery, video,
and multimedia services, and provides
information processing and other value-
added services [1]. These services are
dependent on the quality of underlying
software, systems, practice, and environ-
ment to promote trust in the information
furnished to the DoD and national-level
decision makers. Therefore, the infrastruc-
ture-wide DoD Information Technology
Security Certification and Accreditation
Process (DITSCAP) [1] was introduced to
ensure that the DoD’s needs for software
assurance are uniformly considered and
maintained throughout the life cycle of all
information systems that support infor-
mation processing services within the DIL

The DITSCAP' is the standard DoD
process for identifying information securi-
ty requirements, providing security solu-
tions and managing information systems
security activities [1]. DITSCAP defines
certification as the comprehensive evalua-
tion of the technical and non-technical
security features of an information system
to establish the extent to which a particu-
lar design and implementation meets a set
of specified security requirements. After
this evaluation, the accreditation state-
ment is an approval to operate the infor-
mation system in a particular security
mode using a prescribed set of safeguards
at an acceptable level of risk. Using the
DITSCAP to certify an information sys-
tem is not simply a one-time process; it is
maintained throughout the life cycle of
the information system.

DITSCAP Limitations

Security requirements for DITSCAP certi-
fication address software assurance needs
from diverse dimensions of process, orga-
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nization, cost, time, data sensitivity, user
clearance, system capabilities, develop-
ment, deployment, maintenance, architec-
ture, inventory, impact of non-availability,
operational facilities, and other socio-tech-
nical aspects. Despite such a comprehen-
sive coverage of software assurance needs,
current DITSCAP practices have several
limitations.

Practicing DITSCAP requires familiar-
ity with several guidance documents from
different levels in the DoD organizational
hierarchy to identify the applicable set of
security requirements necessary for certi-
fication. These documents include the
DITSCAP application manual [2]; federal
laws from the Office of Management and
Budget; public laws; DoD and
Department of Navy (DoN)? information
assurance policies and implementations;
National Institute of Standards and
Technology (NIST) best practices for
computer security; and many others. Each
document usually ranges between 25 and
200 pages with heavy cross-referencing to
other documents, making it extremely dif-
ficult to manually comprehend the inter-
dependencies among their contents. In
essence, the certification requirements
with different levels of granularity in their
specifications are scattered across multiple
documents that provide guidance for
C&A activities. These factors introduce a
great deal of subjectivity in making deci-
sions about the applicability, scope, and
impact of non-compliance of DITSCAP
security requirements. Table 1 summarizes
these key decision points. Addressing
these decision points with objective, justi-
fiable, and repeatable criteria is critical to
establish the assurance of reliable behav-
ior of an information system subject to
DITSCAP  certification requirements.
However, the interdependencies that exist
among numerous certification require-
ments from multiple sources/documents
severely complicate these decision points.

Due to the non-functional nature of
DITSCAP certification requirements,
these requirements often constrain diverse
aspects of information system behavior in
complex ways that are not readily apparent
from their natural language descriptions.
Additionally, understanding the interac-
tions among various aspects of informa-
tion system behavior is essential to reveal
the cascading effects of the impact from
the non-compliance of a certain certifica-
tion requirement on overall system
dependability.

Due to the limitation of current prac-
tices in addressing these issues, justifying
compliance with certification require-
ments often satisfies a mere bureaucratic
necessity without thoroughly understand-
ing their consequences on the overall
information system dependability and
associated security risks. As a result,
despite enormous efforts and resources
currently spent on DoD software assur-
ance initiatives, their effectiveness is only
limited [3].

The Need for a Common

Understanding of Requirements
Natural language secutity requirements for
DITSCAP certification have little or no
structural regularity in their specifications.
Based on the seven facets of complete
requitements — who, where, what, when, why,
which, and how — a security requirement typ-
ically requires one to identify concepts
related to 1) the assets that it protects, 2) the
threats that it is driven by, 3) the vulnerabil-
ities that it prevents, 4) the countermeasures
that it suggests, 5) the mission criticality
that it is subject to, 6) its source, 7) the goal
of the security requirement, 8) the related
stakeholders, and 9) other domain-specific
concepts that need to be considered for cre-
ating a context that facilitates their uniform
interpretation. However, most DITSCAP-
enforced security requirements either do
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not explicitly identify these concepts or they
are dispersed across multiple documents,
making it difficult to practice DITSCAP
and utilize its results for promoting soft-
ware assurance.

To address these issues, we focus our
research efforts on understanding and
modeling the DITSCAP security require-
ments and related concepts in ways that
support software assurance efforts. It is
important to recognize that the assurance
of trustworthy software behavior is deter-
mined by the needs of the problem
domain. For example, in the DoD prob-
lem domain, security is of primary con-
cern, whereas in the aviation problem
domain, safety is of primary concern.
Therefore, to effectively understand soft-
ware assurance needs in the DoD as
scoped by DITSCAP security require-
ments, we have produced a DITSCAP
problem domain ontology. The meaning
of ontology as adopted from the field of
knowledge engineering refers to a set of
concepts or terms that can be used to
describe some area of knowledge or build
a representation of it.

By combining techniques from
requirements engineering and knowledge
engineering we produce hierarchical onto-
logical models [4] that charactetize soft-
ware assurance needs of the DoD.
Specifically, we analyze each DITSCAP-
related guidance document to extract
ontological concepts that help in classify-
ing and categorizing the DITSCAP securi-
ty requirements from diverse dimensions.
These ontological concepts are modeled
as a hierarchy with several non-taxonomic
interdependencies  identified  from
DITSCAP-related guidance documents.
The resulting ontology explicitly captures
the concepts related to certification
requirements and the relationships among
them at different levels of granularity, pre-
viously scattered across multiple docu-
ments. The ontology promotes a common
understanding among various stakehold-
ers regarding DITSCAP security require-
ments specified within the federal, DoD,
DoN, and NIST guidance documents at
different levels of abstraction. Such a
structured representation of DITSCAP
security requirements facilitates a uniform
understanding of their applicability, scope,
and impact of non-compliance through its
explicit traceable rationales and visual
exploration capabilities.

Our approach to ontology develop-
ment is primarily problem driven; its cre-
ation is guided based on the problem solv-
ing notions of goals, scenarios, and view-
points (requirements engineering tech-
niques) that effectively characterize the
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Decision Point
Categories

Requirements as Enablers for Software Assurance

Key DITSCAP
Decision Points

Applicability

be identified?

. Which regulatory documents should be used to identify
C&A requirements?
. At what level of granularity should C&A requirements

. What are the types of the systems (for example, a
major application or general support system)
addressed by C&A requirements?

. What redundancies exist among C&A requirements
and how should they be discovered?

complete?

. Is the identified set of applicable C&A requirements

. Who is responsible for or affected by (stakeholders)
the C&A requirements?

Impact of
Non-compliance

compliance?

Table 1: DITSCAP Decision Points

. What are the criteria to assess requirements

. Do the compliance criteria provide a complete
coverage of the different dimensions addressed by a
given requirements?

. What are the risks associated with the system at a
particular compliance level with C&A requirements?

required dependable software behavior
from diverse dimensions. The resulting
integrated ontology is a human and
machine understandable, hierarchical
model of software assurance needs in the
DoD, engineered using object-oriented
ontological domain modeling techniques
[5]. Goal-, scenatio-, and viewpoint-based
requirements engineering techniques are
used to drive the identification of con-
cepts related to a security requirement
from DITSCAP-related guidance docu-
ments as structured representations of the
following: 1) A hierarchy of requirement
types that categorize security requirements
from DITSCAP-related guidance docu-
ments; 2) A viewpoints hierarchy that
models different perspectives and related
stakeholders of a security requirement; 3)
A risk assessment taxonomy that models
risk factors from a broad spectrum of pet-
ceived risk sources identified in DITSCAP
security requirements; 4) A hierarchy of
C&A goals and related scenarios that
models the DITSCAP process activities
for gathering user/system criteria related
to determining the applicability of securi-
ty requirements; 5) A network-based
information discovery taxonomy that
aggregates results from network monitos-
ing tools and scripts to assess compliance
with security requirements in the actual
environment; and 06) Interdependencies
among various concepts in the DITSCAP
ontology. These ontological concepts clas-
sify and categorize the certification
requirements from multiple dimensions.
Here, we briefly discuss the goal-driven
process of identifying interdependent cet-
tification requirements categories scat-

tered across multiple documents to pro-
duce a requirements hierarchy; however,
further details about other models are in
[5, 6] or available by contacting the
authors.

Requirements Extraction and
Modeling

As a first step towards understanding
DoD software assurance needs based on
DITSCAP security requirements, we iden-
tify the interdependencies among
DITSCAP-related guidance documents
using the cross-referential nature of their
contents. We determine a hierarchical rela-
tionship among the generic federal-level
documents, domain-spanning DoD and
DoN policy/NIST security guidance doc-
uments, and site/agency specific DoD and
DoN information assurance implementa-
tion guidance documents based on the
level of abstraction pertaining to
DITSCAP certification requirements
specified within them.

Once the document interdependencies
become apparent, a top-down goal
decomposition approach systematically
identifies interdependent requirements
categories from multiple documents at
different levels of abstraction. High-level
assurance goals identified from certifica-
tion requirements in federal-level guidance
documents drive the elicitation of specific
certification requirements which satisfy
their parent goals from DoD/DoN/
NIST guidance documents. Figure 1 (see
page 22) elaborates on this process for the
high-level assurance goal of Sereening
Individuals identified from certification
requirements (annotated using the Label
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FEDERAL LAW DOCUMENTS (GENERIC REQUIREMENTS)

IDENTIFIED CONCEPTS AND PROPERTIES
FROM REQUIREMENT DESCRIPTIONS

OMB Circular A-130 Appendix Il

+ Personnel Security (Concept)

operational se
magnitude of haim they could cause.”

duals,who are authorized to bypass significant technical and
ity controls of the system commensurate with the risk and

Properties:
—>Source: OMB Circular A-130 Appendix 11

5
J |—>Screen Individual (Sub-Concept)
->Type of Agency: Federal

<

—>Type of Applicable System: All Systems

DoD and DoN POLICIESIINSTRUCTIQN AND NIST DOCUMENTS (DOMAIN SPANNING REQUIREMENTS)

DoDD 8500.1 Information Assurance
Requirement from Section 4.8:

™~

applicable laws and DoD 5200.2 R for backg

‘Access to all DoD information systemls shall be based upon_a demonstrated need-to-know, and granted in accordance with

+Special access, and IT position designations and requirements.”

DoD and DoN POLICY IMPLEMENTATION DOCUMENTS (SUB-DOMAIN REQUIREMENTS)

DoDD 8500.2 Information Assurance Implementation
Requirement from Section E3.4.8:
“Users with user role Information Assurance (IA) Officer (wi

':A administrative privileges) who have IA Management Access to DoD

Unclassified Information System should have anlinvestigation'Leve[SSBI they are a US Civilian/US Military/US Contractor.”

7/~ DoD 5200.2-R Personnel Security Programs
Requirement from Section AP1.1.1.2:

ingle Scope Background Investigation (SSBIL Checks on subject and spouse/cohabitant | &
of investigative and criminal history files of the Federal Bureau of Investigation, including
\ submission of fingerprint records on the subject and other such national Agencies.”

~

N
7

LEGEND MEANING

Refers to key concepts that are identified from Security Requirements.

“comply_to” relationship between a security requirement and other requirements it needs to comply with.

specific_to” relationship between policies enforced through requirements and their specific realization guidance.
“realized by” relationship between a security requirement and other requirements that it depends upon to realize itself.
Refers to keywords in requirements descriptions which help to identify related requirements.

Figure 1: Extraction of Security Requirements, Categories, Properties, and Their Interdependencies

From DITSCAP-Related Guidance Documents

1) expressed in a federal-level document.
To satisfy this goal, we identify specific
certification requirements pertaining to
background investigation and other relevant
security requirements categories (annotat-
ed using the Labels 2, 3, and 4 in Figure 1)
from DoD/DoN/NIST documents. This
process explicitly models the security
requirement categories, their properties,
and the relationships among them, span-

ning multiple DITSCAP-related guidance
documents from different levels in the
DoD organizational hierarchy.

The requirements hierarchy, modeled
within the DITSCAP ontology, aggregates
these requirements categories through a
hierarchical representation that includes
top-level generic requirements categories,
mid-level domain spanning requirements
and low-level agency specific require-

Figure 2: A Partial Requirements Hierarchy
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ments. Such a hierarchical organization of
requirements types allows for a systematic
exploration of DITSCAP security requite-
ments during certification activities. A par-
tial requirements hierarchy that explicitly
models the requirements categories and
their relationships identified in Figure 1 is
depicted in Figure 2 with corresponding
requirement labels. The security require-
ments hierarchy also promotes consisten-
cy in managing requirements from multi-
ple documents by providing a generic set
of categoties. For example in Figure 2, the
Federal Security Controls and DoD  Security
Controls requirements categories provide
consistency and traceability among certifi-
cation requirements extracted from feder-
al and DoD C&A guidance documents
respectively.

Our ontology development efforts are
supported by the GENeric Object Model
(GenOM) toolkit [7]. GenOM is an inte-
grated development environment (devel-
oped at the University of North Carolina
- Chatlotte [UNCC] and available for use)
for ontological engineering processes with
functionalities to create, browse, access,
query, and visualize associated ontologies.
GenOM is compatible with the Web
Ontology Language representation [8] and
is associated with an inference engine that
supports reasoning upon the ontological
concepts and relationships modeled in its
knowledge bases.

Metrics and Measures for
Compliance With

Certification Requirements

For each certification requirement mod-
eled within the requirements hierarchy, the
DITSCAP ontology development also
involves the creation of compliance ques-
tionnaires (representative of various com-
pliance metrics) with well-defined answer
options (representative of compliance
measures). These questionnaires systemat-
ically gather evidences for the target infor-
mation system to determine its eligibility
for DITSCAP certification. Utilizing
DITSCAP-related guidance documents
and domain expertise, we establish the cti-
teria addressed by questionnaires.
Responses to these questionnaires are
gathered by consulting various sources
related to the target information system
such as users, operating manuals, plans,
architecture diagrams, or through network
monitoring tools and scripts. These
responses establish the extent to which
the higher-level requirements categories in
the requitements hierarchy are satisfied
through specific policies, procedures, or
technical rationales in the actual environ-
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ment. The questionnaires introduce uni-
formity in the evaluation of security
requirements while avoiding subjective
interpretations of certification require-
ments compliance criteria.

The compliance information gathered
for DITSCAP certification requirements
can also be interpreted in terms of other
models within the DITSCAP ontology.
The natural language descriptions of
DITSCAP security requirements embody
concepts which help in establishing these
relationships. From requirements descrip-
tions we identify concepts related to stake-
holders in the viewpoints hierarchy; C&A
process goals in the goal hierarchy; risk
factors of threat, vulnerabilities, counter-
measures, assets, and mission criticality in
the risk assessment taxonomy; and actual
system characteristics captured through
the network-based information discovery
taxonomy. Such relationships for the
DITSCAP certification requirement of
Enclave Boundary Defense with other con-
cepts within the DITSCAP ontology are
visualized in Figure 3. Such explicitly
modeled relationships have also helped in
perceiving the operational risks based on
the level of compliance of the target
information system with DITSCAP secu-
rity requirements [9].

Benefits of Our Approach

Our approach for DITSCAP security
requirements modeling and analysis has
many of the following potential benefits:

A reusable and configurable repository
of certification requirements, policies,
and directives. This gives users the
ability to map and reflect the appropri-
ate language of existing requirements
applicable to their agency.

Intuitive Graphical User Interfaces can
be supported through the DITSCAP
ontology to guide C&A process activi-
ties.

Currently, no systematic methods exist
to collect information related to the
compliance level of certification re-
quirements. Additionally, a long and
exhaustive task of gathering require-
ment compliance criteria from the tar-
get system results in a subjective and
ad-hoc C&A process. To address these
issues, an ontology-driven methodolo-
gy to gather compliance information
using well-defined questionnaires
(metrics and measures) for certifica-
tion requitements provides objective
and uniform criteria to facilitate cost-
effective decision making,

The information gathered about the
target information system through the
requirements compliance question-
naires can be transformed into the
required form of documentation for
reuse across multiple software assut-
ance initiatives, saving costly rework.
The hierarchical representation of
DITSCAP ontology provides the flexi-
bility of communicating compliance
results at different levels in the organi-

Requirements as Enablers for Software Assurance

zation and sharing them among agen-
cies based on a common understanding.

* Reducing the certification costs due to
the need of fewer resources to con-
duct, manage, and maintain C&A
activities. Efficient C&A activities can
significantly reduce the development
and deployment time of more reliable
information systems.

Current Status, Challenges

and Next Steps

Through our efforts, a prototype
DITSCAP automation tool has been
developed. We are currently in the process
of outlining a case study designed research
methodology where a group of experts
perform C&A activities with and without
using the DITSCAP ontology and related
tool support. The results of this case study
with evaluation metrics and measures will
eventually serve as a basis for establishing
the benefits of our approach.

We realize that based on the given tar-
get information system, it is essential to
discover /inks among non-functional certi-
fication requirements which may originate
from different dimensions, but are neces-
sary to collectively ascertain overall reliable
emergent software behavior. Although such
links cannot be anticipated or formalized for
all situations, we will explore ways to utilize
the traceability offered within the DITSCAP
ontology to help experts gradually hypothe-

size more meaningful relationships among

Figure 3: Visualization of a DITSCAP Security Requirement and Its Relationships With Other Concepts

CREQUIREMENT SOURCE)

( RELATED REQUIREMENTS )

Security Requirement: Acquisition

RELATED GOALS

C&A Goal: Leaf node
(Define System Interfaces)

DoD 8500.1 Information
Assurance implementation
(Requirement Source)

Standards (Software Acquisition)

Security Requirement: Voice Over
IP (Network Controls)

SECURITY REQUIREMENTS
UNDER ANALYSIS S~

Are adequate proxies in place?
(Requirement-leaf-node-
Compliance questionnaire)

Are adequate boundary defense
%

mechanisms in place? has_compliance_questionnaire

Security Requirement: Outsourced application subject
to DoD enclave boundary defense (Network Controls)

related_to

. Security Requirement:

(Requirement-leaf-node-
Compliance questionnaire)

Is the software used for Firewall and
Intrusion Detection System approved by
NSA- approved processes like
Common Criteria? (Requirements leaf

node-Compliance questionnaire)

GOMPLIANCE QUESTIONS)

Viewpoint: IA
Officer (Authorities)

©
‘e\aied’ L Threat: Unauthorized

"//,EM
N\

Enclave Boundary Defense driven_by
(Network Controls) s

Security Requirement: Public WAN
Connection (Network Controls)

' Security Requirement: Instant
‘ Messaging (Network Controls)

Access (Cyber Threats)

( THREATS )

Threat: Malicious Network
Penetrations (Cyber Threat)

p’eVent s

Vulnerability: Internet Pro;
Misconfigurations

VULNERABILITES
Vulnerability: Firewall
Misconfigurations

Countermeasure: Boundary
Defense Mechanisms
(Exchange of information and software)

‘ REL.

Viewpoint: Administrator Personnel
DRI EWEOINES ) (Privileged user with 1A

December

responsibilities) (Authorities)

Viewpoint: Countermeasure:
Confidentiality Sensitive System
(IA Services) Isolation (Access Control)

2006

Countermeasure:
Internet Access Rules
(Access Control)

COUNTERMEASURES

www.stsc.hillaf.mil 23



Requirements Engineering

non-functional certification requirements
while understanding their consequences on
the overall dependable behavior of the tar-
get information system.

Due to the nature of the ontological
engineering, currently the DITSCAP
ontology has been constructed manually
using frequent feedback and refinement
from experts. We also explore techniques
for automatically processing natural lan-
guage guidance documents and identify
ontological concepts that experts can
refine further.

Reaching Out

In general, our approach helps in captur-
ing the characteristics of information pre-
sent sparsely in documents and the way
these characteristics can be represented
using ontological modeling processes to
infer valuable knowledge that assists deci-
sion making activities. Hence, we contend
that our methodology can be favorably
extended to non-DITSCAP uses (e.g
Federal Information Security Manage-
ment Act, NIST, Common Critetia, or the
Health  Insurance Portability and
Accountability Act) where the decision
making activities require sifting through
large volumes of information.

Our research efforts seamlessly com-
plement the migration from DITSCAP to
DoD Information Assurance Certification
and Accreditation Process (DIACAP) for
future DoD endeavors of the Global
Information Grid and net-centric dynam-
ic C&A [10]. The DIACAP Enterprise
Mission Assurance Support System that
standardizes approaches for describing
and collecting data for C&A can leverage
the benefits of an ontological representa-
tion of security requirements to promote
uniformity, reusability, and portability, as
well as the sharing of results from C&A
activities. The DITSCAP ontology also
facilitates the interpretation of results
from network monitoring tools and
scripts in terms of their impact to compli-
ance with certification requirements, pro-
viding interesting research directions for
the DIACAP Vulnerability Assessment
Management Service. ¢
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Notes

1. DITSCAP is currently undergoing a
migration to the DoDI 8510.bb, DIA-
CAP. However, it does not affect the
utility of the approaches outlined in
this article.

2. Although we address our approach in
the context of the DON, our tech-
niques are generally applicable to C&A
standards for other agencies.
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