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Abstract. The level of compliance with security certification requirements is the 
primary driver of the decision to accredit a software system into operation with an 
acceptable level of risk. However, given the complexity of current software sys-
tems, numerous natural language Certification and Accreditation (C&A) require-
ments, and ad-hoc processes to assess compliance, this decision is often based on 
the subjective judgment of the designated officials rather than well-designed met-
rics and measures. This chapter presents our ongoing research on ontology guided 
process of building “formal metrics” for understanding risk from the informal 
specification of security requirements and related evidence collected from the 
C&A process. The transformation of informal sources (in the problem space) into 
a representation that supports well-defined metrics (in the solution space) is real-
ized through a combination of knowledge engineering and requirements engineer-
ing techniques. Our research outlines a methodological approach for metrics  
development and understanding using the structured representation of regulatory 
security requirements in a problem domain ontology. The metrics derived from the 
domain ontology create a traceable chain of analytical thoughts with software arti-
facts (e.g. requirements, design, and code). We provide concrete examples for the 
feasibility of our research findings through its application to a security C&A proc-
ess and the resulting tool suite.  
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1   Introduction 

The notion of “Risk” is shaped by the security needs in a problem domain, thus, 
contextually subjective. From a governance perspective, the security needs are of-
ten expressed as a standard baseline of security requirements enforced through 
regulatory processes such as Certification and Accreditation (C&A). Infrastructure-
wide standard C&A requirements are tailored according to the unique socio-
technical environment of an organizational infrastructure and embody the security 
needs as understood in that problem domain. In turn, the C&A requirements reflect 
organizational concern for risks most critical in their socio-technical environment. 
Therefore, an organization’s confidence in its software systems to reliably support 
critical businesses/missions is assured when these risks are demonstrated to be re-
duced to an acceptable level. The complexity of current software systems and their 
socio-technical environments demand that such confidence should be based on 
metrics and measures from multiple dimensions addressed by C&A requirements 
and their interdependencies with each other.  

Putting the C&A process into practice is not easy. It is a long and exhaustive 
manual process of collecting evidence from the target system to assess the level of 
compliance with numerous C&A requirements. Furthermore, natural language 
C&A requirements have little or no structural regularity in their specifications. 
Numerous C&A requirements are scattered across many guidance documents 
which reflect stakeholder interests from various levels in the organization. From a 
compliance assessment perspective, security requirements are generally hard to 
test and measure their effectiveness. Security is an emergent property of the sys-
tem as a whole and generally cannot be verified by mere inspection of individual 
components in a large and complex system. The combination of these factors 
greatly undermine the  ability of certification analysts to make objective decisions 
about an acceptable level of risk using evidences gathered for compliance with 
C&A requirements. Therefore, in our research efforts, we have developed a sys-
tematic framework [28] to model C&A requirements using a combination of 
knowledge engineering and requirements engineering techniques [27] [25]. A 
common language enabled by this framework supports the development of metrics 
and measures in diverse dimensions as well as examines their interdependencies to 
understand potential risks [16].  

The development of complex and socio-technical systems requires many differ-
ent kinds of metrics and measures for different purposes, stakeholders, standards, 
and functionalities. Socio-technical environments typically entail interactions  
between software, hardware, people, data, physical spaces, organizational policies, 
standards, procedures, laws, and regulations. Naturally in such multi-faceted envi-
ronments, emergent security properties are inherently difficult to understand, as-
sess, control and predict. To manage this complexity with possibly diverse set of 
information sources, rather than relying on any single modeling philosophy or no-
tation, in our framework [28], we explicate each C&A requirement based on  
attributes that capture the goals, scenarios, viewpoints and other domain-specific 
concepts necessary for precisely establishing their semantics in a Problem Domain 
Ontology (PDO).  
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Fig. 1 Overview of Ontology guided Transformation of Informal Requirements Sources 
into Formal and Structured Artifacts 

Our approach to ontology development is primarily problem driven. Its creation 
is guided based on the problem solving notions in multiple complementary re-
quirements engineering techniques that effectively characterize the security needs 
from different dimensions. The resulting integrated ontology is a human and ma-
chine understandable, hierarchical model of security needs, engineered using  
object-oriented ontological domain modeling techniques [27]. 

In this chapter, we summarize our experiences in using ontology development 
and associated analysis techniques for understanding risk in the operational con-
text of a software system. The transformation of informal security C&A require-
ments specifications into formal metrics and visual metaphors for understanding 
risk is a novel approach and a key contribution of our research. Fig. 1 depicts this 
ontology guided transformation of natural language security C&A requirements 
and process guidance documents into formal and structured artifacts that help to 
understand risk during the C&A process.  

Our general framework has been applied to the C&A process within the United 
States Department of Defense (DoD) organization. In the DoD problem domain, 
security is a key dependability attribute for software systems that provide an infra-
structure for local and global DoD information needs. The standard DoD Informa-
tion Technology Security Certification and Accreditation Process (DITSCAP) [13] 
[12] ensures that the DoD security needs are uniformly considered and maintained 
throughout the lifecycle of all information systems that support information proc-
essing services within the DoD information infrastructure (DII). Essentially, 
DITSCAP provides a management infrastructure for gathering metrics and meas-
ures which can be used to guide as well as assess secure software engineering  
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activities. We elaborate on various aspects of our approach using examples in the 
DITSCAP domain. 

Organization of the rest of the chapter is as follows. Section 2 discusses related 
work in this area followed by a brief overview of the DITSCAP PDO resulting 
from our previous research efforts in section 3. Section 4 outlines the PDO driven 
development of a diverse set of metrics and measures to understand risks in the 
operational context of a software information system subject to the DITSCAP. We 
then discuss the end-to-end traceability of specific and technically inclined Infor-
mation Assurance (IA) metrics to the visual metaphors related to regulatory  
requirements and risk components in a complex socio-technical environment. In 
section 5 we discuss the manifestation of our approach in a C&A tool suite.  
Finally, in section 6 we provide our concluding remarks and future work.  

2   Related Work   

Both quantitative and qualitative metrics have been explored extensively to under-
stand risk to software systems. Quantitative risk assessment approaches follow the 
general philosophy of listing potential threats/failures in a system, quantifying the 
effect of each identified threat/failure on the assets, and then prioritizing each po-
tential threat/failure according to its severity. Consequently, the accuracy of risk 
estimates obtained using quantitative methods relies heavily on the rigor in identi-
fying all potential risk components and their interactions within the bounds of  
investigation. Despite the mathematical rigor in quantitative methods, inaccurate 
description of the real-world phenomena will only produce more erroneous re-
sults. In addition, quantitative measures of risk are most often rough estimates 
(similar to weather forecasts) or based on expert opinions that rely on qualitative 
measures. Butler et al. [5] have observed that in addition to quantitative metrics, in 
practice, the choice of security mechanisms is strongly driven by considerations of 
diverse non-technical and qualitative measures. The notion of risk being funda-
mentally subjective, we posit that a combination of both quantitative and qualita-
tive measures to understand risk is inevitable in a socio-technical environment. In 
this direction, our work provides a baseline for systematically developing rigorous 
(formal and justifiable) qualitative and quantitative metrics for understanding risk, 
and analyzing their inter/intra-dependencies driven by regulatory requirements  
(informal sources) applicable to an organization.  

Quantitative risk-centric decision processes [15] [4] rely on knowledge from 
experts and past experiences/records to perceive potential risks and then prioritize 
requirements, but lack a baseline for systematically identifying potential risks in a 
given organizational environment. Qualitative measurement approaches such as 
Goal Question Metric (GQM) [2] and balanced scorecard framework [22] are  
frequently used for metric development during the software lifecycle. Their influ-
ences are also apparent in approaches for defining security metrics and measures 
[41] [42] [33]. Taxonomical questionnaires that reflect a refinement hierarchy of 
qualitative metrics and measures have been proposed for enterprise-level risk as-
sessment [20] [6]. However, these approaches are only focused on the collection 
of evidence from the software system, but do not help to reveal interdependencies 
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among them in the operational context of the system to understand the true risk 
potential. Vaughan et al. [46] quote that metrics should be developed as a cross 
product of what needs to be measured, why you need to measure it, and for whom 
you measure it. Such alignment of assurance metrics and measures with their real 
world objectives is a limitation of current practices. 

Frameworks for enterprise-level risk assessment, such as the Operationally 
Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE)) [8], CORAS [1] 
and Risk Management Framework (RMF) [47], propose their own methodological 
steps, but lack specific guidelines to interoperate with C&A activities and appro-
priately utilize the evidences gathered for C&A requirements into the risk assess-
ment process. With increasing system complexities, the criteria for risk assessment 
is often confined and restricted to the experts in the domain or trained profession-
als who are familiar with specific standards, operating systems, programming lan-
guages and communication protocols. The interdependencies that exist between 
information from diverse sources significantly restrict human ability to effectively 
engineer secure systems and identify, evaluate, and report their assurance levels. 
To further aggravate the situation, C&A processes often reduce to a mere bureau-
cratic necessity to get approval to operate by generating required documentation, 
without specific focus on assessing and managing the operational risks of the site 
and system [11].  

Automated tools for assisting secure software engineering activities [36] utilize 
the available taxonomies of software flaws [48] [44], common vulnerabilities [10], 
and reference data sets [39] to produce many metrics and measures. But, these  
metrics and measures lack the traceability to and context of their related security 
requirements and real-world needs of the business/mission. As a result, the C&A 
process and associated risk assessment fail to appropriately consider the evidence 
grounded in the specific operational environment or technical attributes of the 
software system.  

Requirements engineering makes extensive usage of conceptual modeling [21] 
[38] as a means to comprehend, communicate and analyze the requirements of the 
system to be developed in its environment. With requirements manifest only in the 
problem domain [19], requirements engineering techniques that facilitate problem 
domain understanding and communication between stakeholders also suggest in-
tuitive metric categories from diverse dimensions. Popular requirements engineer-
ing techniques based on the notions of goals [45], viewpoints [24] and scenarios 
[40] share many similarities with conceptual aids for metric development. These 
notions facilitate elicitation, modeling and analysis of requirements and related 
domain knowledge expressed using a lexicon accessible to the involved stake-
holders. In our research, we have effectively combined these notions using ontol-
ogy building techniques to derive metrics and measures that are highly intuitive 
for the stakeholders of the C&A process to understand risk. 

The SQUARE [34] methodology, for eliciting, categorizing, and prioritizing 
security requirements, define risk assessment as a part of their process steps. 
However, the selection of a technique for risk assessment is left entirely up to the 
analyst, leading to loose integration with other steps in the requirements engineer-
ing process. In [35], the need for integrating risk analysis into the security  
requirements engineering process has been strongly suggested. 
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3   Background 

3.1   The C&A Process 

Compliance with regulatory requirements is mandatory if found applicable in the 
operational profile of the software system being certified. However, to consider 
the unique characteristics of each software system and its environment, C&A ac-
tivities recommend a flexible risk-based strategy to come up with cost-effective 
security solutions [13]. Therefore, following the certification activities, the goal of 
accreditation activities is to agree upon an “acceptable level of risk” for authoriz-
ing system operation as shown in Fig. 2. The C&A process is not a one time  
effort, but it should be a commitment that lasts throughout the software system 
lifecycle, from inception through development, deployment and phase out [23]. 

 

 

Fig. 2 Certification and Accreditation Activities 

DITSCAP [13] defines certification in the context of information systems as a 
comprehensive evaluation of the technical and non-technical security features of 
an information system and other safeguards made in support of the accreditation 
process, to establish the extent to which a particular design and implementation 
meets a set of specified security requirements. Following the certification activi-
ties, the accreditation statement is an approval to operate the information system 
in a particular security mode using a prescribed set of safeguards at an acceptable 
level of risk by a Designated Approving Authority (DAA). The key roles of the 
DITSCAP are the Program Manager, DAA, Certifier and the User Representative 
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that tailor and scope the C&A efforts to the particular mission, environment, sys-
tem architecture, threats, funding and schedule of the system through negotiations. 

The DITSCAP requires that a “system” should be defined and agreed upon by 
the key roles, which is documented as a System Security Authorization Agreement 
(SSAA). DITSCAP follows a single document approach and records all artifacts 
produced through C&A activities into the SSAA. The SSAA is especially impor-
tant because it is used throughout the entire DITSCAP to guide actions, document 
decisions, specify IA requirements, document certification tailoring and level-of-
effort, identify potential solutions, and maintain operational systems security [13]. 
The SSAA records the outcome of tasks and activities in each phase of the 
DITSCAP, which includes the metrics considered for the procurement of certifica-
tion status.  

3.2   Modeling C&A Requirements 

C&A requirements specified at different levels of an organizational or governance 
hierarchy reflects the level of abstraction at which stakeholders perceive and un-
derstand security risks. The natural language specification of C&A requirements 
provide a rich context and rationale for the development of metrics and measures 
that are suitable to understand and communicate risk in a socio-technical envi-
ronment. However, natural language C&A requirements have little or no structural 
regularity in their specifications and are scattered across several documents. In ad-
dition, demonstrating risks based on the level of compliance with C&A require-
ments involves a process of aggregating diverse metrics and measures as security 
risks only emerge upon interactions among components working together in a 
large and complex system.  

It is apparent that any effort to understand risk by leveraging a standard base-
line of C&A requirements will require: 1) identifying the attributes that classify 
and categorize the requirements from dimensions relevant to understanding risk; 
and 2) promoting a common understanding among stakeholders about the re-
quirements and their relationships to various risk components. With respect to the 
latter, Wasson [49] demonstrates that capturing various explications of concepts 
related to domain semantics helps to better manage the risk of miscommunication 
in requirements. Explication of obligations and rights from regulatory policies to 
clarify ambiguities is suggested by Travis et al. [3]. Robinson et al. [37] suggest 
requirements structuring and grouping for identifying conflicts. To address both of 
the above concerns, rather than relying on any single modeling philosophy, in our 
approach, we explicate each C&A requirement based on attributes that capture the 
goals, scenarios, viewpoints and other domain-specific concepts necessary for 
precisely establishing their semantics as well as understand possible security risks 
in a socio-technical environment. 

However, for natural language C&A requirements, these attributes are often 
missing, ambiguous or dispersed across multiple documents, limiting the use of 
formal approaches to process them. To address these issues, we have identified 
several heuristics that help in capturing the attributes of C&A requirements present 
sparsely in regulatory documents [27]. Specifically, guided by the Ontology-based 
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ACTive Requirements Engineering (Onto-ActRE) framework [28], we harness the 
expressiveness of ontologies to classify and categorize C&A requirements from the 
following dimensions: 1) a Requirements Domain Model (RDM) of requirement 
types that hierarchically categorizes C&A requirements; 2) a viewpoints hierarchy 
that models different perspectives and related stakeholders of a C&A requirement; 
3) a C&A process goal hierarchy with leaf-node scenarios to express process activi-
ties related to a C&A requirement; and 4) domain-specific taxonomies of risk  
components of assets, threats, vulnerabilities, and countermeasures related to C&A 
requirements. 

Currently, the Onto-ActRE framework has been applied to the DITSCAP by 
processing approximately 800 pages of regulatory documents (a representative set 
of DITSCAP related documents). The resulting DITSCAP PDO includes 604 do-
main concepts that help to understand 533 C&A requirements. Although, details 
about building the PDO are described in our prior publications [27] [29] [28]; here 
we briefly elaborate on the process of analyzing a DITSCAP requirement to iden-
tify relevant risk components, which is relevant to the scope of this chapter.  

3.2.1   C&A Requirements and Risk Components 

To support an overall risk-based strategy, for each C&A requirement we explicate 
relevant risk components. These are the threats to and vulnerabilities of the assets 
to be protected, and countermeasures that can mitigate or reduce the vulnerabilities 
to acceptable levels. To systematically identify and reason about the risk compo-
nents expressed (or missing) in natural language C&A security requirements  
descriptions, we extend the Common Criteria security model [9]. The resulting 
model, as shown in Fig. 3, explains the relationships between security requirements 
and risk components.  

Based on the model in Fig. 3, for each C&A requirement, a domain expert iden-
tifies the relevant risk components and maps them to concepts in the domain-
specific taxonomies of threats, assets, vulnerabilities, and countermeasures  
modeled in the PDO. Processing a C&A requirement description involves heuris-
tics based on domain expertise, keyword analysis, regulatory document explora-
tion, hierarchical browsing of concepts and navigating their relationships in the 
PDO. Fig. 4 shows the explication of multi-dimensional domain concepts for the 
DITSCAP “Boundary Defense” requirement [14].  
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Fig. 4 Analyzing a DITSCAP Requirement 

 
Support for object-oriented ontological domain modeling in the Onto-ActRE 

framework is provided by the GENeric Object Model (GenOM) [32] toolkit. Ge-
nOM inherits the theoretical foundation of the frame representation and is com-
patible with the OKBC specification [7]. 

3.2.2   Information Gathering during C&A 

C&A activities require collecting supporting evidences from the target system to 
determine the applicability as well as assess the level of compliance of C&A  
requirements. To conduct these information gathering activities, the PDO devel-
opment involves the creation of two types of questionnaires for systematically 
capturing evidences that justify decision making activities based on objective and 
repeatable criteria. The first questionnaire set, called the requirements applicabil-
ity questionnaire, captures the characteristics and constraints relevant to a  
software system in its operational environment and maps them to the characteris-
tics/constraints of the security requirements categories in the Requirements  
Domain Model (RDM) of the PDO to determine their applicability. The require-
ments applicability questionnaires are hierarchically organized to prune the appli-
cable requirements space based on the mappings of their member questions  
and corresponding answer options to the attributes of security requirements in  
the RDM. 
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Requirement: EBRP-1 Remote Access audit trails for Privileged Functions
Description:   A complete audit trail of each remote session is recorded, and the

Information Assurance Manager (IAM) reviews the log for every remote session
Question: Is there a remote access audit trail for privileged functions ?
Required compliance items :
1. Complete remote access audit trail is recorded for each remote session

2. IAM reviews the log for every remote session

Answer option 1: A complete remote access audit trail is recorded for each remote session
and the IAM reviews the log for every remote session . (full-compliance)

Answer option 2: A complete remote access audit trail is present for remote access but there 
is no authority assigned to review the log (partial-compliance)

Answer option 3: There are only few remote access audit trail that are recorded for each 
remote session and the IAM reviews the log for every remote session. (partial-compliance)

Answer option 4: There are only few remote access audit trail that are recorded for each 
remote session and there is no authority assigned to review the log (partial-compliance)

Answer option 5: There is no audit trial for remote access (non-compliance)
 

Fig. 5 An Example Compliance Question and Answer Options 

 
A second questionnaire set, called the requirements compliance questionnaire, 

establishes well-defined criteria to determine the compliance levels of each secu-
rity requirement. For each C&A requirement the PDO development involves the 
identification of structured compliance criteria by a domain expert who has many 
years of experience in the field of performing C&A. Each compliance question 
has corresponding pre-defined answer options as ordered levels of compliance 
prepared from conjunction of the identified compliance criteria. The selected  
answer options can provide qualitative values (for requirements that cannot be 
evaluated based on a numerical scale are assigned to three qualitative compliance 
levels of full-compliance, partial-compliance or non-compliance, for example con-
sider the requirement shown in Fig. 5) or quantitative values (typically numerical 
or Boolean values); however, both are normalized using appropriate weights to 
support uniform interpretation and evaluation of compliance levels in the applica-
tion domain. Responses to the questions are gathered from various sources such as 
users, operating manuals, plans, architecture diagrams, or through automated net-
work-based information discovery toolkits.   

4   Ontology-Driven Metric Development 

4.1   Multi-dimensional Link Analysis 

Traceability within the PDO is essential to building cohesion among artifacts that 
may utilize diverse semantics or become available in different lifecycle stages of 
software development but are essential to understand emergent security risks. In 
other words, individual artifacts become valuable knowledge when they establish 
‘links’ with each other from various aspects/dimensions based on the given problem 
frame [31]. Driven by this philosophy, within the PDO, we introduce Multi-
Dimensional Link Analysis (MDLA) as a methodological support for developing 
metrics and measures. The complementary conceptual notions that guide the  
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construction of the PDO allow MDLA to be triggered using domain concepts from 
multiple dimensions and at different levels of abstractions, while generating trace-
ability among the developed metrics and measures based on designated ontological 
constructs. Through MDLA we seek to promote the assurance of a comprehensive 
coverage of the problem domain by actively assisting certification analysts in the 
process of discovering missing, conflicting, and interdependent pieces of evidence 
that help to understand risk.  

With regards to the tasks and activities of the C&A process, MDLA provides 
an ‘active’ environment where the evidence gathered through the questionnaires as 
well as the interdependencies among the models in the PDO collectively help to 
produce metrics that have strong alignment and traceability with real world 
goals/objectives. In Table 1, we summarize the metrics derived from the different 
conceptual notions (Goals, Scenarios, Viewpoints and Domain-specific Concepts) 
that also guide the construction of the PDO. These metrics portray the multifac-
eted overlaps among socio-technical concepts that underlie the tasks, activities and 
stakeholders of the C&A process. Table 1 outlines the metrics resulting from the 
PDO and the corresponding execution of the C&A process from the following  
dimensions: 1) The conceptual modeling philosophy that drives metric develop-
ment in a socio-technical environment; 2) The examined system artifact; 3) The 
structured representation of the selected artifact using ontological and knowledge 
engineering techniques; 4) The sources of information that are typically informal 
in nature and specified in natural language; 5) The C&A process roles that are in-
volved in the production or consumption of the metrics; 6) The metrics developed 
based on the conceptual modeling philosophies, evidence from the system being 
certified, and the associated properties of designated ontological constructs; and 7) 
Derived metrics generated based on inferences from the preliminary metrics.  

4.2   Ontology-Guided Risk Analysis 

The metrics developed in the previous section are designed to facilitate the C&A 
process execution and understand the impact that security risks can have on real 
world business/mission. Building upon these metrics, it is necessary develop metrics 
that help to understand the security risks that only emerge upon interactions among 
various components working together in a system context. As a result, metrics that 
consider the cascading effects of a failure among interdependent security constraints 
working together in the operational context of the software system are required.  

From a C&A process perspective rather than relying on the compliance assess-
ment of each requirement individually, exploring the multi-dimensional correla-
tions among different classes of security constraints imposed in the operational 
context of a complex software system is necessary to uncover and understand the 
possible risks due to non-compliance. We present a step-wise methodology in [16] 
for discovering and understanding the multi-dimensional correlations among C&A 
requirements applicable in a given operational scenario of the target system to 
conduct risk assessment. While specific details of our methodology can be found 
in [16], here we briefly discuss the characteristics of the resulting visual risk  
assessment artifacts based on Formal Concept Analysis (FCA) [18]. Brief intro-
duction to FCA can also be found in [16]. 
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Table 1 Ontology-driven Metrics Development to facilitate the C&A Process 

Category Artifact Representation Source Roles Metrics Derived Metrics

Goals
C&A process, 
tasksand 
activities

Hierarchical organi-
zation of process tasks 
with non-hierarchical 
interdependencies in 
the PDO

C&A Process 
documentation

DAA, 
Project 
manager, 
User 
represen-
tative

• Certification progress
• Task/Activity require-

mentscoverage
• Relative

interdependency of 
Tasks/Activities

• Level of Task/Activity 
abstraction

• Process complexity
• Task/Activity similarity
• Documentation change 

impact
• C&A process tool 

support 
configuration effort

Require-
ments

C&A 
requirements

Hierarchical organi-
zation of requirements 
types in the domain 
with non-hierarchical 
interdependencies in
the PDO

Lawsand policies, 
C&A requirements 
documents, General 
best practices, Site 
or agency specific 
documents and 
procedures

DAA, 
Project 
manager, 
Certifiers

• Security constraints 
coverage

• Degree of 
requirements
interdependencies

• Level of abstraction 
of the requirements

• Security requirements
complexity

• Requirements 
similarity/proximity

Usage/Env-
ironment
Scenarios: 
Applicability

C&A 
requirements

Hierarchical
arrangement of 
questions based on a 
laddering mechanism  
to prune the 
requirements space

Domain expertise, 
C&A requirements 
documents, General 
best practices

Certifiers, 
User 
represen-
tatives

• Number of 
applicable security 
C&A requirements

• Regulatory
document coverage

• C&A effort estimation
• Mission, system and 

information criticality

Usage/Env-
ironment
Scenarios:
Compliance

C&A 
requirements

Conjunction of IA 
metrics and measures 
from multiple 
dimensions organized 
into distinct 
compliance levels for 
each requirement,
Sharing of evidence 
among requirements

Domain Expertise, 
C&A requirements 
documents, General 
best practices, Auto-
mated information 
gathering agents

DAA, 
Certifiers

• Requirements 
compliance level

• Compliance evidence 
based requirements 
interdependency

• Evidence collection 
progress

• Technically oriented 
IA Metrics

• Compliance at 
different levels of 
abstraction of 
requirements

• Compliance evidence 
driven
impact analysis (FCA)

Viewpoints

System 
stakeholders 
and respons-
ibilities, 
Security 
properties

Hierarchical 
arrangement of 
stakeholdersand 
security expectations 
with non-hierarchical 
interdependencies in
the PDO

C&Arequirements 
documents and 
responsibility 
descriptions, 
Domain expertise

Certifiers

• Requirements 
coverage of a 
viewpoint

• Amount of viewpoint 
intersections/ 
overlaps/ conflicts

• Level of responsibility 
satisfaction

• Stakeholder criticality
• Level of satisfaction of 

security expectations

Domain 
Specific 
Concepts:
Risk 
Components

Threats, 
Assets,  
Counter-
measures, 
Vulnerabilities

Hierarchical 
arrangement of each
risk component with
non-hierarchical 
interdependencies in
the PDO

Lawsand policies, 
C&A requirements 
documents, General 
best practices, Site 
or agency specific 
documents and 
procedures

DAA,
Certifiers, 
User 
represen-
tative

• Requirements 
coverage of risk 
components

• Degree of Risk 
component  
interdependencies

• Level of abstraction 
of the risk 
components

• Risk mitigation level
• Risk criticality

Ontological
Constructs

All Domain
Concepts

Generic ontological 
modeling constructs 
including objects, 
properties, features, 
object instances, 
features instances and 
rules

Lawsand policies, 
C&A requirements 
documents, General 
best practices, Site 
or agency specific 
documents and 
procedures, and 
Domain expertise

All Roles

• Number of modeling 
constructs

• Fan-in and Fan-out
• Level of participation

in problem solving

• Domain complexity
• Concept similarity
• Concept proximity
• Propagative impact  

of non-compliance
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The notion of risk being contextually subjective, we embed its assessment in 
the operational scenarios of the target system, whose selection is driven by the 
goals of the C&A process. For each scenario, we build an analysis pool as an ex-
haustive collection of C&A requirements that collectively constrain target system 
behavior within that scenario. A stepwise process of selecting the C&A require-
ments to be included in an analysis pool; and then, their abstraction to requirement 
categories (representative of security constraints) modeled in the PDO is required 
to build a formal context. Mathematically, a formal context is then represented as 
a cross table with one row for each C&A requirement category (formal object) and 
one column for each risk component (formal attribute) by having a cross in the in-
tersection of row and column if the corresponding C&A requirement category and 
risk component are related in the PDO. The formal context is also augmented 
based on the “is-a” relationships among C&A requirements categories or risk 
components in the PDO.  

Within the formal context, a formal concept is defined as a pair of sets (A, B); 
where A is a set of C&A requirements categories called its extent (connections to 
reality); and B as a set of risk components called its intent (semantics). A formal 
concept (A, B) is a subconcept of a formal concept (C, D), if the extent A is a  
subset of the extent of C or if the intent of B is a superset of the intent of D. The 
partially ordered set of all formal concepts is always a complete lattice structure 
and is called a concept lattice. An example concept lattice for a hypothetical re-
mote access target system operational scenario is shown in Fig. 6 (Reproduced 
from [16]). The concept lattice provides a visual and concise representation of all 
potential correlations among C&A requirements categories in the given scenario, 
while facilitating their interpretation for risk assessment. The most general node 
that covers all risk components related to a requirement category is labeled with 
that requirement category. The most specific node that covers all requirement 
categories related to a risk component is labeled with that risk component. For a 
node in the lattice, the extent of the corresponding formal concept includes all the 
requirements categories that are reachable in the lattice navigating downward from 
the node (including the selected node). The intent of the formal concept includes 
all the risk components that are reachable in the lattice navigating upward from 
the node (including the selected node).  

4.2.1   Necessity and Sufficiency Metrics 

A formal concept in Fig. 6 connects compliance to risk based on C&A require-
ment categories as its extent (reality) and risk components as its intent (human 
thinking/semantics). Such traceability is missing entirely in current methodologies 
for assessing risk. Mathematically, a formal concept establishes the “necessity and 
sufficiency” of a set of requirement categories to understand corresponding risks 
in a given operational scenario. For ease of understanding these characteristics, the 
natural language explanations of a formal concept is automatically generated by 
interpreting its intent, extent, and their relationships based on the requirements and 
risk model in Fig. 3 as well as the PDO. An example explanation of the node 
“C15” is shown in Fig 6.  
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Fig. 6 An Example Concept Lattice for Remote Access Operational Scenario [16] 

4.2.2   Propagative Impact and Prioritization Metrics 

The representation of PDO combined with the algebraic operations upon formal 
concepts help produce well-defined metrics and measures to understand risks due 
to cascading effects of a failure/non-compliance in one or more security con-
straints. The first set of metrics convey the range of possible risks due to a simul-
taneous failure in multiple security constraints by identifying the 1) Risk upper 
bound; and 2) Risk lower bound, in terms of maximum and minimum number of 
security constraints that can be potentially bypassed by an attacker, respectively. 
These metrics correspond to computing the supremum and infimum [18] of a set 
of formal concepts that are most specific to the selected requirements categories.  

The second set of metrics help to prioritize among requirement categories and 
risk components. 3) Correlation index for a requirement category is used as an in-
dicator of its potential for correlation with other requirement categories. 4) Criti-
cality index for a risk component is used as an indicator for its dependency on the 
collective compliance in many requirement categories. These metrics are shown in 
Fig 6 for a hypothetical scenario. 5) Requirements influence factor is used as an 
indicator for the degree of influence a given requirement category will have on the 
effective implementation of other requirement categories in a given scenario. The 
metrics in this set are derived primarily from the structural characteristics of the 
concept lattice. 

A metric for risk coverage is derived from the lattice generated implication rules 
among risk components. 6) Mathematical risk coverage can be determined to be 
100% if the requirement categories that support the validity of implications in the 
stem base are fully compliant. For any non-compliant requirement categories, a 

Concept C15 Explanation: To assess the risks related to the 
Threats of Unauthorized Activities that can damage the 
Asset of Enclave within a DoD Information System by 
exploiting the Vulnerabilitiesof Firewall and IDS Mis-
configuration, collectively evaluate the compliance levels 
of C&A requirements in the categories of Enclave 
Boundary Defense and Monitoring for estimating the 
effectiveness of the suggestedInstall Firewall and IDS with
appropriate configurationsCountermeasure by these 
requirements to mitigate the Vulnerabilities
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subset of implications in the stem base can be identified to compute the set of all 
implications that follow. Mathematical details about these metrics can be found  
in [16][17]. 

4.3   Visualization for Metric Consumption and Exploration 

Complex software-intensive systems present a diverse, large and dynamic infor-
mation space with several metrics and measures. Therefore, to augment the ana-
lytical capabilities for risk assessment, we have developed visual metaphors that 
can illustrate critical requirements and the potential risks due to cascading effects 
of their non-compliance on overall system behavior. The goal of such visual ana-
lytics [50] is to combine human intuition with mathematically derived visual 
metaphors to facilitate decision making in a large information space.  

 

Requirements that capture 
evidences for the concept of

Threat

Require-
ments
Metric 

Categories

C&A Goals 
Metric 

Categories

IA Services 
Viewpoints

Metric
Categories
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Metric
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Confidentiality
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.

.
 

Fig. 7 Visual Metaphors for Communicating and Exploring Metrics with respect to a For-
mal Concept 
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In Fig. 7 the visual metaphors: 1) Cohesive bar graph; and 2) Cohesive arc 
graph [17], convey metrics derived from the concept lattice, metrics gathered from 
requirements compliance questionnaires, and semantics derived from the PDO. Each 
formal concept provides a structured and well-understood context to use the metrics 
available through our methodology for understanding possible risks. In Fig. 7 the 
cohesive bar graph readily conveys the necessity and sufficiency of requirement 
categories R3 and R5 to address risk components in the intent of the formal concept 
C15. To further complement this understanding, the cohesive arc graph conveys that 
the requirement R5 and R3 have relatively significant influence on the effective im-
plementation of each other in the given sceanrio.  

In addition to the abstract visual metaphors, the PDO provides an integrated 
environment where the evidence gathered in the form of IA metrics and measures 
from the solution space can be understood in the context of metrics resulting from 
MDLA in the conceptual problem space. In Fig. 7, the impact of non-compliance 
in the “Enclave boundary defense” requirement can be understood based on the IA 
metrics available as evidence from its compliance questionnaire. This evidence 
can also be traced back to the multiple dimensions in the PDO and related metrics 
(Table 1). This multi-dimensional traceability provides the ability to explore and 
study metrics that are grounded in the original abstractions used to understand and 
characterize the problem space.  

Table 2 Ontology driven Metric Development for Understanding Emergent Security Risks 

Category Artifact Representation Source Roles Metrics Derived Metrics

Operational
Scenarios

System Use 
and Function

AnalysisPool for Risk 
Assessment: 
Exhaustive collection 
of C&A requirements 
applicable in a 
operational scenario 
of the target system

System Use Cases, 
Misuse cases, User 
manual,

Certifiers, 
Program 
Mangers, 
User 
represen-
tative

• C&A Requirements 
diversity for risks 
assessment

• Scenario Similarity
• C&A Process/Goal

Coverage

• Risk Assessment Scope
• Justifiability of 

Requirements 
selection for Risk 
Assessment

• Complexity of the risk 
assessment effort

• Level of rigor in risk 
assessment

Require-
ments
Correlations

Requirements 
and Risk 
Components

A complete lattice of 
all potential 
interdependencies 
among requirements 
based on related risk 
components. Formal 
Concept Analysis

PDO, Risk 
Assessment Goals 
and Scenario, 
Analysis Pool

Certifiers, 
DAA

• Requirement 
Necessity for 
addressing Risk 
components

• Requirements 
Sufficiency for 
addressing Risks 
Components

• Requirements 
Overlap

• Risk Coverage of 
Requirements

• Risk Upper and Lower 
bounds of non-
compliance

• Requirements 
Correlation Index

• Risk Component
Criticality Index

• Requirement Influence 
on the effective 
implementation of 
other requirements

• Non-compliance 
impact

Visual 
Metaphors

Requirements 
and Risk 
Components

Visual representations 
of qualitative and 
quantitative metrics

PDO, Risk 
Assessment Goals 
and Scenario, 
Analysis Pool,
Requirements 
Compliance

All stake-
holders

• Requirements 
Prioritization

• Risk Component 
Prioritization

• Non-compliance 
impact

• Non-compliance 
Sensitivity

• Visual perceptions of  
abnormal and normal  
behavior
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As a continuation of Table1, Table 2 summarizes the metrics developed to un-

derstand the security risks that only emerge upon interactions among various 
components working together in a system context. 

5   r-AnalytiCA Workbench 

Our approach has been manifested in a C&A tool suite: The r-AnalytiCA (Re-
quirements Analytics for Certification & Accreditation) Workbench [26]. The  
r-AnalytiCA workbench leverages the expressiveness of the PDO to address the 
complexities associated with C&A tasks and activities. Its purpose is to enable 
various requirements analytics for providing meaningful insights to a certification 
analyst into the evidence gathered during the C&A process. Fig. 8 shows the  
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Fig. 9 Requirements Applicability Questionnaire Interface in r-AnalytiCA 
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currently supported application areas of the r-AnalytiCA workbench. The key 
strength of r-AnalytiCA is to be able to create synergy among its application areas 
for producing insightful C&A artifacts.  

From a methodological aspect, the r-AnalytiCA first supports information (evi-
dence) gathering activities and later supports analytical activities such as risk as-
sessment upon the collected evidences. To bootstrap the C&A process, rather than 
selecting regulations (as in other C&A tools), the workbench presents the require-
ments applicability questionnaires through a wizard-based interface as shown in 
Fig 9. The context of each question (Fig. 9 Label A) is explicated based on its re-
lated requirements, requirements properties and related questions (Fig. 9 Label B) 
in the PDO. After answering the applicability questionnaire, stakeholders can 
browse the selected requirements and related concepts in the PDO as well as record 
evidence using interfaces that present the requirements compliance questionnaire.  

Following the information gathering activities, the risk analysis activities are 
initated in the workbench using interfaces that support goal driven scenario com-
position (Fig. 10 Label 1). To form an analysis pool for each scenario the analyst 
can search for relevant C&A requirements in the PDO based on 1) keywords (Fig. 
10 Label 2); 2) focused hierarchical browsing of requirements categories (Fig. 10 
 

 
Goal-driven Scenario Composition for Risk Assessment1

Formal Concept 
Analysis for 

Discovering and 
Understanding 

Multidimensional 
Correlations Among 
C&A Requirements 
in a given Scenario

Searching relevant Requirements
using Keywords obtained from 

Scenario description or Domain Expert

2

5

Browsing Multi-dimensional Concepts Related to 
Requirements in the PDO to expand the search space

4

Focused Hierarchical Browsing of Requirements 
Categories in the PDO to expand the search space

3

 

Fig. 10 Risk Assessment Interfaces in r-AnalytiCA 
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Exploration of Metrics in 
Other Dimensions of the PDO
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Necessity and Sufficiency Metrics
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Concept Lattice
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Visualization of Requirements Compliance
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Fig. 11  Risk Metrics and Measures Reporting Interfaces in r-AnalytiCA 

 

Label 3); and 3) browsing multi-dimensional concepts related to requirements 
(Fig. 10 Label 4). After this step, the requirements in the analysis pool are used to 
compute the FCA lattice (Fig.10 Label 5). Each formal concept in the FCA lattice 
helps to understand risk based on C&A requirements in its extent and risk compo-
nents in its intent (Fig. 11, Label B). 

With the availability of a FCA lattice, the workbench supports the creation of a 
comprehensive report through the selection of relevant metrics and measures to 
understand risk. Fig. 11 depicts several interfaces in the workbench that can be 
used to create a risk report by selectively including metrics and measures in a tex-
tual or visual format. Selective reporting focuses the examination of risk in a given 
scenario to only non-compliant requirements or certain risk components. In addi-
tion, specific “what-if” scenarios can be constructed that embed the analysis  
artifacts in context with real world events and actors.  

The workbench architecture is easily tailorable to accommodate different C&A 
processes, quality regulations (e.g. security, safety, privacy, etc.), and organiza-
tional needs. A Process-Aspect Ontology [30] dynamically composes the services 
that expose the domain models in the PDO with user interface components in the 
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workbench. Finally, all artifacts resulting from the workbench are aggregated 
based on the ontological definition of the standard C&A document template (For 
example, the SSAA outline [12] for DITSCAP). 

6   Concluding Remarks and Future Work 

Complex social phenomena plays a key role in the success of all modern comput-
ing technologies. Such interdependency demands a more precise definition of the 
metrics and measures used in their planning, development and evaluation. In this 
direction, our approach for combining the fundamental conceptual notions of re-
quirements engineering in an ontological engineering framework is a novel  
approach with promising initial results for metric development. Through this proc-
ess, metrics emerge naturally from a modeling effort to structure and understand 
the problem domain, rather than an after-thought. From this perspective we iden-
tify the following contributions. Firstly, we have outlined a comprehensive 
framework for eliciting, representing, and structuring problem domain concepts 
from several informal sources. This effort facilitates the development of metrics 
that are well-defined (formal) and closer to the real world goals, system opera-
tional scenarios, stakeholder viewpoints and application specific concepts such as 
risk assessment. In other words, we have demonstrated the development of rigor-
ous (formal and justifiable) qualitative and quantitative metrics, and analyzing 
their inter/intra-dependencies driven by regulatory requirements (informal 
sources) applicable to an organization. The application of our framework in the 
context of the DITSCAP establishes its initial feasibility and illustrates several 
heuristics for ontological engineering from regulatory documents.  

Secondly, we introduce MDLA for analytical analysis which promotes cohe-
sion between metrics and measures expressed in different ways or obtained from 
different sources. It facilitates an ontology-driven approach to produce metrics for 
understanding risks, which may only emerge upon interaction among components 
in a system context. A novel contribution is the direct association of metrics for 
requirements compliance levels with risk components whose interactions may lead 
to risk. Such traceability is missing entirely in current methodologies for assessing 
risk during the C&A process.  

Thirdly, our use of visualization to consume and explore complementary met-
rics offers the ability to maintain global as well as local awareness of problem 
domain concepts while making critical decisions. In a large problem domain, the 
use of FCA provides a bounded (local) context to examine and recall metrics that 
are relevant to understand risk in operational scenarios of the target system; while 
the traceability in the PDO allows the impact to be examined at a global scope. 
This approach allows an interactive selection of an appropriate level of abstraction 
to analyze or communicate metrics for a large and complex system.  

Finally, our research contributions have been applied in the development of the 
r-AnalytiCA workbench. The purpose of the workbench is to provide program-
matic support for building problem solving techniques by leveraging the strengths 
of ontology-based domain modeling and aggregation of metrics based on multiple 
requirements engineering philosophies. The workbench allows a traceable chain of 
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analytical thoughts grounded in regulatory policies and requirements to be explic-
itly associated with software development artifacts.  

As part of our ongoing and future work we have conducted several case study 
sessions with subject matter experts in the C&A and risk assessment domain to 
validate the claims made through our research. This validation effort will reflect 
upon the fitness of the available metrics and measures to address current short-
comings of the C&A process. In addition, expert feedback is being used to im-
prove the usability of the r-AnalytiCA workbench and metric visualizations.  
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