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Abstract

Software-intensive systems are systems of systems
that rely on complex interdependencies among
themselves as well as with their operational
environment to satisfy the required behavior. As we
integrate such systems to create information
infrastructures that are critical to the quality of our
lives and the businesses they support, the need to
effectively predict, control and evolve their behavior is
ever increasing. To deal with their complexity, an
important first step is to understand and model
software-intensive systems, their environments and the

interdependencies among them at different levels of

abstractions from multiple dimensions. In this paper,
we present an Ontology-based Active Requirements
Engineering (Onto-ActRE [onto-cektar]) framework
that adopts a mixed-initiative approach to elicit,
represent and analyze the diversity of factors
associated with software-intensive systems. The Onto-
ActRE framework integrates various RE modeling
techniques with complementary semantics in a unifying
ontological engineering process. We also present
examples from the practice of our framework with
appropriate tool support that combines theoretical and
practical aspects.

1. Introduction

With advances in information technology, critical
information infrastructures that integrate multiple
software-intensive ~ systems within and across
institutional boundaries play an increasingly important
role in the quality of our lives and the efficiency of
businesses they support. Typically software-intensive
systems are clusters of closely interdependent systems
of systems where software contributes to a significant
portion of the system functionality [24]. Such systems
of systems rely on complex interdependencies among
themselves as well as with their operational
environment to satisfy the required behavior. To cope
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with such increasingly complex and dynamic
interactions, software-intensive systems demand
advanced software engineering processes to effectively
predict, control and evolve their resulting emergent
behavior. We believe that software-intensive systems
require an essential way to build a common language
that creates a shared understanding between
stakeholders and promotes cohesiveness between the
information gathered from diverse sources to guide
their software engineering processes. Such a common
language allows to gather a holistic view which
includes relationships between the system attributes,
their environment and the nexus of causal chains [7]
spanning multiple dimensions and levels of
abstractions that exist in Universe of Discourse (UoD)
to satisfy the real world goals of the associated users,
business and organization.

A comprehensive understanding of the problem
domain is fundamental to communicate and engineer
quality requirements for software-intensive systems.
Keeping this idea central to our work, in this paper, we
introduce the Onto-ActRE framework. The Onto-
ActRE framework adopts a mixed-initiative approach
to elicit, represent and analyze the diversity of factors
associated with software-intensive  systems. It
combines various RE modeling techniques with
complementary semantics in a unifying ontological
engineering process. We choose different RE modeling
techniques that capture complementary dimensions of
the problem domain as a way to identify the emergent
behavior of the software-intensive system working as a
whole, under a certain configuration, with various
technical and non-technical factors, and their
relationships in the UoD. The overarching ontological
engineering process then models the gathered
information using a uniform representation scheme
that promotes cohesiveness between the artifacts
generated from different modeling techniques and
creates a shared understanding from multiple
dimensions. To enable participation from diverse
stakeholders and experts alike, the ontological
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engineering process is supported with appropriate tool
support that provides rich modeling constructs with
easily understandable semantics.

The rest of the paper is structured as follows. In
Section 2 we outline the related work in this area
followed by Section 3 that describes the Onto-ActRE
framework along with its constituent models and
features. Section 4 outlines the GENeric Object Model
(GenOM) [12] tool support for various ontological
engineering processes in the framework. In Section 5,
we motivate the feasibility of our framework by
providing a brief overview and examples of its
application to the Department of Defense Information
Technology Security Certification and Accreditation
Process (DITSCAP) [4] automation [11]. Finally we
discuss our conclusions and future work in Section 6.

2. Related Work

The need to understand the domain, the interface
between the “machine” and the “environment” and the
interdependencies between them, has been well
documented in the RE literature [7], and realized in the
research community [17].

Ontologies [22] have long been used and accepted
as a means to perform conceptual domain modeling in
the knowledge engineering community. In this context,
ontologies are interpreted as “an explicit specification
of a conceptualization” [23]. To assist autonomous
agent interactions, the use of ontologies resulting from
the RE process has been suggested by Brietman et al.
in [1]. They outline a Language Extended Lexicon
(LEL) [14] based approach to structured ontology
construction. The LEL by itself does not carry any
semantics unless it is instantiated using a conceptual
model. More recent efforts for ontology based object-
oriented domain modeling have been explored in [6].

We believe that building a common language and
understanding should not be restricted to specific
constructs or techniques which may result in the RE
process becoming too narrow-focused or stove-piped
that it may fail to capture the key aspects required to
engineer comprehensive and accurate requirements.
Although popular RE methods of goal-driven
approaches [25], viewpoints-oriented approaches [20]
[9], scenario-based approaches [18] [21] and other
techniques that are a combination of them [15] [19]
have been developed and experimented with, their
applicability and selection often restricts the
requirements engineer to work with a limited set of
constructs and tools. Furthermore, such methods offer
no support for interaction from other approaches that
may be more suitable for communicating and
representing a particular set of requirements.
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3. Ontology-based Active Requirements
Engineering Framework

Traditionally, software developers have restricted
their focus only to the software system attributes, but
the software system itself is embedded within a socio-
technical environment that caters to the real world
goals of the associated wusers, business and
organization. This concept is even more relevant for
software-intensive systems as their capabilities rely
heavily on the emergent behavior resulting from the
collective influences of individual systems on each
other as well as their interdependencies with the
operational environment. Therefore, an integrated and
comprehensive framework that adopts a system’s
perspective encompassing multiple dimensions of the
problem domain is inevitable to practice software
engineering for software-intensive systems. Figure 1
provides a conceptual overview of the Onto-ActRE
framework that takes a step in this direction. The Onto-
ActRE framework provides means to understand and
evaluate the effects of system functions and constraints
in light of the concepts, properties their relationships
that exist in the UoD from the perspectives of the real
world  goals, technology, organization, and
business/mission requirements.

Universe of Discourse

..... L]

o FE=—
------ Software

System

& Developers

Goals/ Organization ~Environment  Business
Objectives

Problem Domain Ontology

Viewpoints Hierarchy

Figure 1: The Onto-ActRE Conceptual Overview

We believe that a RE process for software-intensive
systems and its underlying representation models
should be flexible enough to leverage the strengths of
multiple complementary philosophies along with a
comprehensive theoretical foundation that supports the
interactions between them. To address such needs, the
Onto-ActRE framework through its theoretical
foundations as a mixed-initiative approach, supports
the collaboration between several RE modeling
techniques by harnessing the expressiveness of
ontologies in a structured way. Within the framework,
ontological engineering processes are the primary
method of representing and analyzing the information
gathered from complementary RE modeling techniques
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necessary to adequately understand the system under
consideration. The Onto-ActRE framework includes
contributions from popular and well-studied RE
modeling techniques based on the notions of goals,
viewpoints, scenarios, and their combinations. More
specifically, the Onto-ActRE framework includes
models and methods for 1) Goal-driven scenario
composition; 2) Requirements domain model; 3)
Viewpoints hierarchy, and 4) Other domain specific
taxonomies to hierarchically organize the application
domain concepts, properties and their relationships.
The product of applying the Onto-ActRE
framework is a Problem Domain Ontology (PDO) that
provides the definition of a common language. The
PDO is a machine understandable, hierarchical
representation, engineered using object-oriented
ontological domain modeling techniques. Figure 2
depicts several possible elements of the Onto-ActRE
PDO. The PDO construction involves classification
and categorization of information available from
various sources during the requirements engineering
phase to create hierarchical representations. These
structured representations include generic concepts at
the top which are decomposed into specific concepts at
the bottom. The inherent benefits of the PDO lie in the
uniformity of its representation that promotes
cohesiveness between artifacts generated throughout
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requirement engineering framework as it moves away
from static requirement repositories to active ones that
link requirements to the concepts, properties and their
relationships in the UoD at different levels of
abstractions from multiple dimensions. Such an
approach provides a systematic way to understand and
predict the emergent behavior of the system through its
traceable rationales and supporting infrastructures.

We now elaborate more on various Onto-ActRE
models, methods and their interactions to provide
guidelines for RE practice using this framework.

3.1. Goal-Driven Scenario Composition

The goal-driven scenario composition method of
the Onto-ActRE framework results in the capture of
the real world goals and objectives of the system at
different levels of abstractions to form a goal
hierarchy. From a process perspective such goals can
also represent tasks and activities at different levels of
detail that need to be performed. The possible
realization criteria for the goals in the hierarchy are
captured using leaf node scenarios. Through a
systematic derivation of scenarios from the goals or
vice versa, the coverage of the scenarios over the
application domain can be established or in the other
case, the goals selected for a scenario provides
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leverage the effectiveness of existing well defined
techniques for goal [25] and scenario [21] based
approaches in a cohesive and integrated fashion.
Figure 2 shows how the resulting hierarchical model
participates in the overall Onto-ActRE framework.

3.2. Requirements Domain Model (RDM)

The RDM organizes the problem domain
requirements through a hierarchical representation that
includes top-level generic requirements, mid-level
domain spanning requirements and leaf-node sub-
domain requirements as shown in Figure 2. Such an
organization of requirements allows for their
exploration to be conservative in nature i.e. to be more
inclusive rather than exclusive. The scope of the RDM
spans over the system requirements (functional and
non-functional) and its related entities in the
environment such as organization, business/mission
requirements and other domain-specific considerations.
Examples of sources for requirements in the RDM can
be natural language requirements, requirements from
C&A standards, taxonomies, transcripts, manuals,
organizational  policies, domain  knowledge,
environmental constraints, laws and regulation, etc.
The requirements in the RDM also have several
properties that help to characterize them. Furthermore,
the PDO allows to utilize the relationships that exist
between requirements in the RDM with other concepts
in the PDO such as goals in the goal hierarchy,
associated stakeholders in a viewpoints hierarchy, and
other domain specific taxonomies as a natural way to
organize the diversity of factors associated with
requirements.

3.3. Viewpoints Hierarchy and other Domain
Specific Taxonomies

Requirements usually capture ideas, perspectives
and relationships at various levels of detail and they
are interpreted differently from different viewpoints
[8]. For simplicity in identifying such viewpoints we
advocate the use of the VORD [9] viewpoints class
template, as shown in Figure 2, to create a viewpoints
hierarchy consisting of various stakeholders, services
or concerns associated with the system and the
environment. Viewpoints in the hierarchy can be
extracted from the goals or the RDM or vice versa
depending on the domain of application or the
availability of the sources. The higher level non-leaf
nodes in the viewpoints hierarchy specifically consists
of viewpoints, such as organizational viewpoints
which map to generic requirements in the RDM, and
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the leaf nodes represent viewpoints such as those of
specific system stakeholders, services or concerns that
are related to specific requirements in the leaf nodes of
the RDM.

The PDO can also contain other domain specific
taxonomies or hierarchies of concepts which help to
understand or analyze the problem domain. For
example, a domain that involves security requirements
may include a risk assessment taxonomy and/or a
network vulnerabilities taxonomy. Such additional
dimensions also help to synergistically understand and
link to various knowledge artifacts in the Onto-ActRE
PDO. The synergy between various models in the PDO
is also indicated in Figure 2.

4. Onto-ActRE Tool Support

The ontological engineering processes to represent
and analyze the information gathered through models
and methods outlined in the previous sections are
supported by the GENeric Object Model (GenOM)
[12] tool support. GenOM is an integrated
development environment for ontological engineering
processes with functionalities to create, browse,
access, query and visualize associated knowledge-
bases. It inherits the theoretical foundation of the
frame representation and is compatible with the OKBC
specification [3] as well as the OWL representation
[16] format. The conceptual architecture of GenOM is
shown in Figure 3.
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Figure 3: GenOM Conceptual Architecture

The GenOM meta-language consists of objects,
properties, and features with semantics that effectively
support knowledge acquisition and representation.
GenOM objects with support for single or multiple
inheritances are used to model hierarchical structures
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that describe the concepts in a domain. GenOM
properties are used to describe the characteristics or
attributes of objects and features. Finally, GenOM
features are used to describe the relationship or
dependencies that exist between objects. Once the
objects, properties and features are defined, they are
instantiated to represent specific instances that exist in
a problem domain. GenOM is also associated with an
inference engine [2] which supports reasoning based
on the objects, properties, features and instances
defined in its knowledge-bases. In summary, GenOM
supports object modeling in its representation, usage of
objects in its application model, and ability to
aggregate evidence that supports the analysis of
objects’ behaviors (through the associated properties
and relationships between objects).

5. The DITSCAP Automation Case Study

The Onto-ActRE framework and GenOM tool
support are currently being applied to the automation
of the DITSCAP [11]. The Defense Information
Infrastructure (DII) connects the Department of
Defense (DoD) mission support, command and
control, and intelligence computers and users through
voice, data, imagery, video, and multimedia services,
and provides information processing and value-added
services. For such a critical infrastructure, the DoD
requires all constituent systems in the DII to be
certified and accredited following the DITSCAP [4].
The DITSCAP provides an excellent platform to assess
the security of software-intensive systems from
organizational, business, technical and human aspects
while supporting an infrastructure-centric approach
[5]. However, DITSCAP itself can be quite
overwhelming due to its long and exhaustive process
of information gathering, documentation and analysis
suggested by a multitude of DoD directives and
security requisites. The complexity of software-
intensive  systems, their diverse  operational
environments and the exhaustive breath and depth of
the certification process significantly diminish the
effectiveness of DITSCAP in the real world.

To overcome the shortcomings of the DITSCAP in
understanding and evaluating software-intensive
systems, several hierarchical models are constructed
following the models and methods of the Onto-ActRE
framework. Based on our approach, the creation of a
DITSCAP PDO helps to elicit, represent and analyze
the information gathered throughout the C&A process
within a unifying framework. The DITSCAP PDO
specifically includes structured and well-defined
representations of: 1) A requirements domain model

Ta
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based on DITSCAP-oriented directives, security
requirements and enforced policies with leaf-node
compliance assessment questionnaires; 2) Overall
DITSCAP process aspect knowledge that includes a
hierarchy of C&A goals with process realization
criteria as leaf-node questionnaires (scenarios); 3) A
viewpoints hierarchy that includes system stakeholders
and information assurance services, 4) A risk
assessment taxonomy that aggregates a broad spectrum
of risks from the DITSCAP domain; 5) Meta-
knowledge about information learned from network
discovery/monitoring tools; and 6) Interdependencies
between concepts in the DITSCAP PDO. It is easy to
see how these models map to models within the Onto-
ActRE framework.

In the context of the C&A process, the DITSCAP
PDO helps to gather information from different
dimensions to assess system compliance with the
certification criteria.

5.1. Multi-Dimensional Link Analysis

Lee et al [13] suggest that “Individual pieces of
information finally become valuable knowledge when
they establish ‘links’ with each other from various
aspects/dimensions based on a certain set of goals”.
Using this as an underlying theory we introduce the
concept of Multi-Dimensional Link Analysis (MDLA)
within the Onto-ActRE framework. Through MDLA,
the core pieces of information required to predict and
control the emergent behavior of the system can be
systematically identified from the definition of a
common language and its underlying models. In the
DITSCAP domain, understanding such behavior
contributes to effectively estimate and enforce security
requirements for software-intensive systems. A
motivating example of MDLA in the DITSCAP
domain is shown in Figure 4. The GenOM instance

visualization shown in Figure 4 depicts the
relationships ~ of  DITSCAP-enforced  security
requirements with C&A goals, related/dependent

requirements, associated stakeholders in the domain,
compliance criteria, requirements source, and related
risk factors.

The boxes and their interconnections in Figure 4
represent instances of various domain objects and
features modeled in GenOM for the DITSCAP PDO.
The security requirement instance under consideration
in Figure 4 1is “Enclave Boundary Defenses”
requirement which concerns with firewalls being
installed at appropriate places in a network for the
target system. This requirement is an instance of the
“Network Controls” category object of the requirements
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domain model in the DITSCAP PDO. This security
requirement instance is related to the compliance
criteria instances through the ‘“has-compliance-
questionnaire” feature. The compliance criteria are
modeled as instances of the “Requirements-leaf-node-
Compliance-Questionnaire” object.

The “Enclave Boundary Defenses” requirement
instance also relates to instances of other models
within the DITSCAP PDO through several features
that represent non-taxonomic relationships among
them. In Figure 4, the “Enclave Boundary Defenses”
instance relates to instances of the DITSCAP C&A
goal hierarchy as well as instances of the viewpoints
hierarchy through the “applies-to” and “related-
stakeholder” features respectively. Other features such
as “from-source” relate the requirement to the source
from which it was extracted. Also the relationships of
the “Enclave Boundary Defenses” requirement with
other requirements instances are captured through the
“administers” and “requires” features.

The ontological characteristics of the DITSCAP
PDO also helps in utilizing the relationships that exist
between security requirements and the various factors
considered for risk assessment [10]. By taking
advantage of the synergy between these models, we
can systematically identify the threats, vulnerabilities
and countermeasures associated with the target system
from the compliance information gathered for the
security  requirements. From a  requirements
perspective, the relationships between risk factors can
help to identify and elaborate on the interdependencies
between requirements which may not be readily
apparent. Figure 4 depicts the relationships between
“Enclave Boundary Defenses” requirement and risk
factors with the features “suggest”, “prevents” and
“driven by” for countermeasures, vulnerabilities and
threats respectively. The features “mitigate” and
“exploits”, capture the relationships between risk
factors in the DITSCAP PDO risk assessment
taxonomy. The information available through such
relationships when combined with asset value and
mission criticality provides the basis to perform cost-
benefit analysis and requirements prioritization
necessary to establish adequate security.

We believe that the information gathered from such
diverse sources helps to understand various aspects of
DITSCAP-oriented requirements to facilitate their
realization, and evaluation in the real world. MDLA’s
integrated framework for analytical analysis promotes
assurance for a comprehensive coverage of the
requirements space by actively assisting the process of
discovering missing, conflicting, and interdependent
pieces of information as well as establishing metrics

7 of 8

and measures based on common understanding and the
reflected language from multiple dimensions.

6. Conclusions and Future Work

In this paper, we present a novel framework,
Ontology-based Active Requirements Engineering,
that integrates various RE and knowledge engineering
techniques to address the complexities of software-
intensive systems. Although the scope of this paper
does not allow us to elaborate on all aspects of our
framework, it has been engineered as an integrated and
unique combination of techniques that facilitates
eliciting and capturing of requirements and
specifications, modeling of system environments and
domain knowledge, managing software evolution and
adaptability to change and, supporting analysis and
design processes through decision support and
traceability.

To foster the systematic usage of the Onto-ActRE
framework in other applications and domains we
identify the need for formal definitions and empirical
evaluations and consider them as our future work. Our
experiences with DITSCAP automation and other
application domains will help us further evolve the
Onto-ActRE framework.
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